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The Soviets warned alleged spy 
Aldrich H. Ames in 1989 to be care- 
ful in his use of CIA computers not 
long after the agency began a secret 
computer-based program to trap any 
double agents inside the CIA, ac- 
cording to prosecutors and former 
high-ranking CIA officials. 

The warning to Ames, contained 
in a nine-page letter he received 
from His Soviet handlers in the sum- 
mer of 1989, is cited by CIA and FBI 
officials as a reason to believe there 
may have been someone else inside 
the CIA supplying highly sensitive 
information to the Russians, sources 
said. 

A former top CIA official, who 
asked] to remain anonymous, con- 
firmed that the agency’s operations 
directorate had instituted a comput- 
erized entrapment program in 1987 
after a number of American-paid So- 
viet agents were lost in the previous 
two years, suggesting that informa- 
tion was coming from someone in- 
side the CIA. 

'I don’t know how the Soviets 
could have found out about this” pro- 
| gram, the former official said. 

The! warning to Ames is not the 
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only lead that a joint CIA-FBI coun- 
terintelligence investigation is pur- 
suing as a result of the review of 
documents found in his possession, 
sources said. 

A June 1993 search of Ames’s of- 
fice at CIA headquarters discovered 
several top secret agency docu- 
ments referring to Russian intelli- 
gence matters that had nothing to do 
with his job then as an officer in the 
countemarcotics center. These doc- 
uments were cited last week by 
sources as another reason investiga- 
tors believe Ames may have had ac- 
complices within the agency. 

Prosecutors last week described 
one of these documents in court as 
relating to methods that Russians 
employ to “foil our attempts to de- 
tect and track Soviet and now Rus- 
sian nuclear submarines.” One for- 
mer top CIA official said this 
document represented one of the 
highest targets on the Soviet or Rus- 
sian intelligence wish lists and 
“should not even have been in his 
[Ames’s] possession when he was 
handling Soviet counterintelligence.” 

Another former CIA counterintel- 
ligence official said Ames would have 


dlers, found on Feb. 21 by the FBI in 
a box in a den closet of Ames’s 
home, have not been made public. 
But several sections described by 
prosecutors indicate that the Soviets 
wanted Ames to be careful not to be 
discovered. 

At the time he received the letter, 
Ames was winding up a three-year 
tour of duty in Rome and preparing 
to return to CIA headquarters in 
Langley, Va., for another job in 
counterintelligence. The Soviets 
specifically warned Ames that the 
CIA was setting traps for moles and 
cautioned him to use special care in 
operating computers at the agency, 
according an account of the letter 
presented in court. 

The CIA detection program, which 
had begun a year-and-a-half earlier, 
involved planting telltale computer 
signatures on sensitive reports dis- 
tributed to operations officers who 
dealt regularly with Soviet and East- 
ern bloc intelligence personnel. The 
idea was to see if any of the docu- 
ments with the identifiable signatures 
turned up in intercepted Soviet mes- 
sages, according to one former top 
CIA counterintelligence officer. 

Soviet knowledge of that program, 
as may be indicated in the nine-page 


had “to steal that document or have 
someone give it to him.” Under nor- 
mal CIA security procedures, the 
top secret document on a matter 
such as Soviet avoidance of U.S. sub- 
marine detection equipment would 
have been assigned a number and 

“I don ’t know how 
the Soviets could 
have found out 
about this 99 
program, a former 
official said . 

been traceable back to a person who 
was authorized to have it, sources 
said. 

Former CIA officials, particularly 
those who have worked in counterin- 
telligence, see the 1989 instructions 
to Ames as the firmest indication 
that there may have been another 
mole inside the agency. 

The full contents of the nine-page 
letter to Ames from his Soviet han- 


letter, “would be amazing,” one for- 
mer top CIA official said. 

This official said that if the Soviet 
instructions to Ames were “specific,” 
the information could only have 
come from a source within the agen- 
cy. On the other hand, if it were sim- 
ply a general warning about poten- 
tial traps of using computers, “that 
would just be a sign of careful han- 
dling,” the source said. 

Meanwhile, U.S. government offi- 
cials confirmed yesterday that 
Ames s arrest Feb. 21 on espionage 
charges moved the CIA to take an- 
other look at the slaying last sum- 
mer of the acting CIA station chief in 
the former Soviet republic of Geor- 
gia, Freddie R. Woodruff. 

At the request of Congress, the 
CIA is examining whether the inci- 
dent was somehow related to a visit 
by Ames to Tbilisi, the capital of 
Georgia, shortly before Woodruff’s 
death. CIA officials are skeptical that 
any connection exists. Woodruff was 
helping train bodyguards for Geor- 
gian leader Eduard Shevardnadze. 

Staff writers Bill Miller and R. 

Jeffrey Smith contributed to this 
report. 


